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4.6 WHANAU PRIVACY

Whanau

Piripoho

Value

Kaitiakitanga

This policy reflects the value of Kaitiakitanga, by showing our responsibility to protect and care
for whanau information as a taonga. It affirms our commitment to keep whanau data private,
secure, and confidential, only collecting, using, or sharing it when clearly necessary and in ways
that respect their trust, dignity, and rights.

Aronga
Purpose

The purpose of this policy is to protect the privacy of the personal and sensitive information
that is collected in relation to our whanau, while ensuring compliance with the Privacy Act
2020 and the Health Information Privacy Code 2020. It outlines how information is collected,
used, shared, stored, and accessed in a way that upholds confidentiality, mana, and quality
care.

Hokaitanga
Scope

All kaimahi, full-time, part-time, fixed-term, contractors, tauira

Whakamaramatanga
Definition

e Personal information: is any piece of data about an identifiable individual. It may range
from sensitive information (e.g. medical history or conditions) to everyday information
(e.g. addresses, phone numbers).

e Sensitive information: is information that has particular significance to an individual and
would reasonably be expected to be kept private.

e Privacy is governed by the 13 principles of the Privacy Act 2020 and the Health Information
Privacy Code 2020.

Kawatau
Expectation

Te Arawa Whanau Ora maintains a diligent and robust record-keeping process to protect
whanau privacy and ensure compliance with legislation. Management and kaimahi involved in
the collection, storage, and processing of personal and sensitive information have a clear
understanding of the processes outlined in this policy. Kaimahi who facilitate programmes or
services ensure that all group members understand that the privacy of each individual is a
collective responsibility of the group. Te Arawa Whanau Ora has a designated Privacy Officer
responsible for overseeing privacy practices, supporting staff, and managing information
requests and breaches.

Kaupapa

Principle

Collection of Information
Te Arawa Whanau Ora collects personal information to support the delivery of services that
advance the interests and aspirations of whanau.
Information is collected:
e For lawful purposes connected to our services
e Only where necessary for service delivery and coordination
e Directly from whanau where practicable
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During the Informed Consent process, whanau are provided with a Privacy Statement and
supported to make informed decisions about the collection of their information.
The information collected may include:

e Name
e Contact information
e Location

e Personal identifiers
e Interactions with our services

Sensitive information is only collected where required for a specific service and is handled with
an increased level of care and accountability.

Use of Information

Information is used to:
e Support whanau care and service delivery
e Coordinate services with other providers
e Improve services and outcomes
e Meet reporting and funding requirements

De-identified information may be used for research, evaluation, and statistical purposes in
accordance with legal requirements.

Sharing of Information

With whanau consent, information may be shared with:
e Other Te Arawa Whanau Ora services, which may include our collective partners
e External providers involved in care (e.g. General Practitioners, specialists, partners)
e Funders for reporting purposes

Information may also be shared without consent where:
e Required by law
e Necessary to prevent or lessen a serious threat to health or safety

All sharing is limited to what is necessary, and whanau are kept informed unless doing so
would create a risk of harm.
Third-party requests require appropriate authorisation (e.g. written consent or legal authority).

Storage, Security, and Retention
Whanau information is stored securely within an electronic patient management system with
access restricted to authorised kaimahi on a need-to-know basis.
Security measures include:
e Password-protected systems
e Secure networks and backups
e Regular access reviews

All kaimahi receive privacy training during induction and on an ongoing basis.
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Information is retained for at least 10 years following the end of service, or longer where
required.
Where no longer required, information is securely destroyed or de-identified:

e Hardcopy records via NZDDS secure destruction

e Electronic records via approved disposal processes (See Data Inventory Register)

The Whakaruruhau Team undertakes an annual review (30 June) of records eligible for
disposal.

Information Quality
Reasonable steps are taken to ensure information is accurate, up-to-date, and relevant.

Access and Correction
Whanau have the right to access and request correction of their personal information.
Requests can be made verbally or in writing to the Privacy Officer.
Process:
e Request submitted Request for Personal Information Form- SharePoint/Forms

e Identity verified
e Information reviewed and provided

Requests are responded to within 20 working days.
Access may be refused only in accordance with the Privacy Act.

Preventing Privacy Breaches
Te Arawa Whanau Ora embeds privacy-aware practices across all operations through:
e Kaimabhi training
e Role-based access controls (RBAC)
e Secure systems
e Clear procedures

Privacy Breaches
A privacy breach occurs when personal information is accessed, disclosed, altered, lost, or
destroyed without authorisation.
All breaches must be reported internally immediately and assessed by the Privacy Officer.
Where a breach is likely to cause serious harm, Te Arawa Whanau Ora will:

e Notify the Privacy Commissioner as soon as practicable

e Notify affected individuals

All breaches are documented and reviewed to prevent recurrence. SharePoint/Te Ika
Roa/Documents/Quality Improvement/PRIVACY OFFICER

Privacy Statement
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https://tawoct.sharepoint.com/sites/Administration/Shared%20Documents/Forms/AllItems.aspx?id=%2Fsites%2FAdministration%2FShared%20Documents%2F1%20%2D%20Forms%2FRequest%20for%20Personal%20Information%2Epdf&parent=%2Fsites%2FAdministration%2FShared%20Documents%2F1%20%2D%20Forms&p=true&ga=1

Te Arawa Whanau Ora respects your privacy and is committed to collecting and using your
information in a way that supports your aspirations and upholds your rights. We collect
information about you and your whanau to provide the best possible service and to meet our
legal and reporting obligations.

e Anyinformation collected will be kept secure and confidential in accordance with the
Privacy Act 2020 and the Health Information Privacy Code 2020.

e We collect individual-level information (IDI data), which may include your NHI
(National Health Index number), to understand your needs, support your goals, and
track your progress over time. This may include information you share with us during
your engagement, as well as relevant information from other providers involved in
your care where appropriate.

e  We will only collect information that is necessary for the services we provide and will,
where practicable, collect this information directly from you.

e Yourinformation may be shared with our funders and/or other providers involved in
your care, and approved entities for the purposes of service delivery, coordination,
quality assurance, and reporting.

e The funder/s may provide this information to Stats NZ, where it is de-identified and
protected under strict processes within the Integrated Data Infrastructure (IDI).

e Some information may be used for research and statistical purposes; however, this will
only occur where the information cannot reasonably be used to identify you, or where
you have given consent.

e We will always be open with you about who we are sharing your information with,
unless doing so would create a serious risk to your safety or the safety of others, or
where we are required to share information under the law.

e Your information will be stored securely and only accessed by authorised kaimahi for
purposes related to your care and support.

e We keep your information while you are using our services and for at least 10 years
after, so we can support your ongoing or future care, check how our services are
working, and meet our legal and contractual obligations. When it is no longer needed
for these reasons, we will securely delete it or de-identify it

e You have the right to access the information we hold about you and to request
corrections if needed. You can do this by contacting our Privacy Officer.

e If you have any questions or concerns about your privacy or how your information is
being used, please speak with us. We are here to support you to feel informed, safe,
and respected.

Tohutoro e Privacy Act 2020

Reference e Office of the Privacy Commissioner

Related Documents e Te Arawa Whanau Ora Individual Employment Agreement
e Te Arawa Whanau Ora Code of Conduct Policy

e Te Arawa Whanau Ora Informed Consent Policy

e Te Arawa Whanau Ora Informed Consent Form

Kaiwhiwhi Board of Trustees
Policy Owner
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